Appendix VII

(Amendment effective January 1, 2009.)

§ 2-506. Storage of DNA records and DNA samples [Amendment subject to abrogation].

(a) DNA records.- Each DNA record of identification characteristics that results from DNA testing under this
subtitle shall be stored and maintained only by the Crime Laboratory in the statewide DNA data base system,
except as necessary to participate in CODIS.

(b) DNA samples.- Each DNA sample obtained under this subtitle shall be stored securely and maintained
only by the Crime Laboratory in the statewide DNA repository.

(c) Typing results.- Typing results shall be stored securely in the statewide DNA data base system.

(d) Limitation of search of statewide DNA data base.- A person may not perform a search of the statewide
DNA data base for the purpose of identification of an offender in connection with a crime for which the
offender may be a biological relative of the individual from whom the DNA sample was acquired.

[2008, ch. 337.]
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TO: All California Law Enforcement Agencies and District Attorneys Offices

The Department of Justice (DOJ) has developed a DNA Partial Match Reporting and Modified CODIS (Combined DNA Index
System) Search Policy that may result in investigative information provided to law enforcement officials in unsolved cases where all
other investigative leads have been exhausted. Because the information that is ultimately provided will be the name or names of an
offender or offenders in California’s DNA database who may be related to the actual perpetrator, the process developed requires
special DNA testing and review of the offender’s non-DNA information. The process specified in the Policy was developed keeping
privacy concerns in mind while at the same time providing information that may be useful in solving a violent offense.

Background

California’s DNA Data Bank, formally established in 1990, consists of a database of DNA profiles from offenders and a database of
crime scene (evidence) profiles. The two DNA databases form the California CODIS. When a crime scene profile is searched against
the offender database, a match is declared if the crime scene profile is “exactly” the same as the offender’s DNA profile. Logic
suggests that if the profiles are not exact, but close, the source of the crime scene profile may be a relative of the offender. With the
recent advances of DNA technology, DNA testing beyond the standard profiling for individual identification can now be conducted to
provide additional information as to whether individuals may be related.

DOJ Partial Match Reporting and Modified CODIS Search Policy

The name of an offender who is not the source of the biological material from an unsolved case may be released in an investigation
under the following two situations.

I. Partial Match Obtained from CODIS Search

When a crime scene DNA profile (forensic unknown) is routinely searched by the standard method against California’s Offender
DNA Data Bank and a “partial match” results in which the profile shares at least 15 STR (Short Tandem Repeat) alleles with a
different but potentially related offender profile, the name of the offender may be released to the investigating agency if the protocol
outlined below has been followed and all of the following conditions are met:

1) The crime scene DNA profile is a single-source profile.

2) The case is unsolved and all investigative leads have been exhausted.

3) A commitment is made by the agency and the prosecutor to further investigate the case if the name of the potentially related
offender is eventually released.

4) Y-STR typing of the same crime scene evidence that yielded the submitted forensic unknown profile is completed by the
submitting agency and is concordant with the offender’s Y-STR type obtained by DOJ.

5) If the Y-STR profiles have been determined to be consistent, DOJ will review non-forensic information in order to identify
additional evidence bearing on relatedness, if available.

6) A DOJ committee will discuss the case with the local law enforcement agency, the local laboratory, and the prosecutor’s
office. After reviewing all of the available information, the offender’s name will be released unless there is a reason not to
release it.

7) If the committee cannot reach consensus, the decision to release the name to the investigating agency will be made by the
Attorney General or his designee.
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Il. Special Request for a Modified CODIS Search

When a law enforcement agency is investigating an unsolved case that has critical public safety implications, the agency may request
that DOJ conduct a modified CODIS search with the objective of identifying any offender(s) in the database who are likely to be
related to the unknown perpetrator. In these situations, the name of an offender may be released to the investigating agency if the
protocol outlined below has been followed and all of the following conditions are met:

1)

9)

A written request is sent to the Chief of the Bureau of Forensic Services that describes the case, and attests that all other
investigative leads have been exhausted, and that the investigating agency and the prosecutor’s office are committed to
further investigate the case if the name of an offender is eventually released.

The crime scene profile is a single-source profile.

Y-STR typing of the same crime scene evidence that yielded the submitted forensic unknown profile has been completed by
the submitting agency prior to the search.

The modified CODIS search conducted by DOJ must result in a manageable number of candidates.

The candidate matches resulting from the modified CODIS search will be prioritized by DOJ using appropriate statistical
calculations for relatedness.

Based on this prioritization, DOJ will conduct Y-STR analysis of the offender sample(s).

If the Y-STR profiles of the evidence and offender sample(s) are consistent, DOJ will review non-forensic information in
order to identify additional evidence bearing on relatedness, if available.

A DOJ committee will discuss the case with the local law enforcement agency, the local laboratory, and the prosecutor’s
office. After reviewing all of the available information, the offender’s name will be released unless there is a reason not to
release it.

If the committee cannot reach consensus, the decision to release the name to the investigating agency will be made by the
Attorney General or his designee.

Initiating the Partial Match Investigation

When a partial match occurs that has at least 15 shared STR alleles with an offender, DOJ will contact the local laboratory’s CODIS
administrator to confirm that the case is not yet solved. If the case is still active, the case investigator should be notified of the partial
match by the local CODIS laboratory and the process defined in the policy will be followed upon request.

Partial matches that occurred prior to the date of this bulletin will be addressed on a case-by-case basis by DOJ.

Initiating A Modified CODIS Search

If an investigator has a case where no search of the crime scene DNA profile has produced an offender hit or a partial match as
described above, and the case otherwise meets the criteria specified, a modified CODIS search request can be made to DOJ. These
special requests should be on agency letterhead and sent to:

Chief

Bureau of Forensic Services
1102 Q Street, 6" Floor
Sacramento, CA 95811

DLE 126 (Rev 4/99)
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In either of the two instances described above, a memorandum of understanding will be formally established between the investigative
agency and DQJ, as any costs associated with the special DNA testing of the crime scene evidence must be paid for by the
investigative agency, unless the crime scene evidence testing was performed by DOJ.

Sincerely,

LANCE GIMA, Chief
Bureau of Forensic Services

For EDMUND G. BROWN JR.
Attorney General

DLE 126 (Rev 4/99)
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Continuum for Purposeful Familial Searches
July 22, 2008
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the “One Simple Test” newborn screening brochure and the attached red button handed
out at the 2008 Minnesota State Fair:

First and foremost, this brochure fails to acknowledge the written informed consent
requirements of the Minnesota Genetic Privacy Law (M.S. 13.386). Instead, the back of the
single-page brochure mentions the right to “object” as found in the newborn screening
law (M.s. 144.125). The brochure says parents have a right to “opt out” of “newborn
screening, dried blood spot storage, or participation in public health studies and research
for their baby.”

Important facts missing from the brochure which might be of significant interest and
concern to parents—beyond the failure to inform parents about their consent rights—
include the following:

* The newborn screening test is a genetic test.

* There are risks associated with genetic testing.

* The baby’s blood and DNA become state government property.

* If parents do not opt-out the blood will be kept indefinitely.

* The legislature may opt to decide to use the blood for purposes beyond research

* Impact of positive diagnosis or “genetic trait” on future insurance/employment

* Lack of treatment for many of the conditions tested.

* Government retains testing results data on child and parents in a database.

* Parents have no right over the types of genetic research conducted.

* The hospital will not necessarily remind them they have the right to opt out.

* Itisnota “simple test,” (anxiety over false positives, pain to the baby, etc.).

* Their baby’s blood may be shared with corporate and other researchers.

* Certain research could be objectionable to parents.

* Research conducted by the department may not be specifically “for their baby” as
stated or even to the benefit of their baby.

16. Minnesota Cancer Surveillance System — The work group was not asked to discuss the
merits of the MN Cancer Surveillance system, how this surveillance system provides
another example of covert and unconsented government surveillance of individuals. Most
cancer patients do not know that they have been placed in the Minnesota cancer
surveillance system. Most patients do not know it exists. Minnesota law should require
informed written consent for including patients in the state’s cancer surveillance system.
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17.

A lifetime of patient privacy rights should not be stripped from those unfortunate enough
to receive a diagnosis of cancer.

Government-Created Pedigrees (Genetic/Family Profiles) Are Not Expressly
Authorized in Minnesota Statutes — This is a particularly troubling section of the draft
work group’s report, leaving most work group members with more questions than
answers, a fact not made clear in the draft report.

The legislature charged, “The commissioner and work group must make
recommendations whether all relatives affected by a formal three-generation pedigree
created by the Department of Health should be able to access the entire data set, rather
than only allowing individual access to the data of which they are the subject.” However,
the authority to create pedigrees remains unclear. During discussions of MDH pedigrees,
the department’s answers to questions were obtuse and incomplete. Nor is was 1s made
clear how the Minnesota Department of Health creates pedigrees (where the data comes
from) or why the Department is in the business of family profiling through pedigrees.
The draft report does not clarify the issue of authority, or the basis or extent of pedigree
creation. Unresolved concerns include the following:

First, this recommendation may be more than it appears. There appears to be no statutory
authority for the Minnesota Department of Health to create three-generation family
pedigrees. Could the Department be creating pedigrees without statutory authority in the
same way it began retaining newborn blood and DNA in 1997 without statutory
authority? It appears that adding this language to law may authorize an activity taking
place today that is not actually permitted by law today.

Second, Is it possible that MDH is using Minnesota Statutes 62J.301 and 62J.321 to build
health, medical, and genetic profiles (pedigrees) on individuals and families without the
knowledge or consent of these individuals and families?

In 2002, when MDH proposed a rule to implement these sections of Minnesota Statutes
62J, the public’s outrage became front-page news more than once. The proposed rule
required every hospital and every health plan to electronically transmit at least 105 data
elements on every patient and medical encounter, including identifiers, diagnoses,
physician information, treatment codes, medications, etc.

After several legislative committee hearings, and in response to the public’s outrage, the
health department withdrew the proposed rule in March 2003. Do these family pedigrees
indicate that MDH has found another manner of implementing Minnesota Statutes 62J
despite the public’s anger over their first attempt? Would not family profiling through
pedigrees also outrage the public if the public were informed of the activity?

Third, as opposed to the recommendation of the draft report, the legislature should
provide citizens with full access to pedigrees held by government. A government with
secret and unavailable data collections on its citizens is a danger to the public. As noted
on page 21 of the draft report, we find that the shielding of data from data subjects in the
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18.

19.

20.

pedigree “Sets a precedent of government denying access to the subject of data” and
leads to a government that is less open and less accountable to the public. For this reason,
MDH should be working to limit or eliminate collections of data on individuals, not
expanding data collection or using the excuse of privacy to keep the public in the dark
about its data collection and profiling activities. (p. 19-21)

Definition of “Secondary Use” is Problematic — if passed into law, this parsing of the
definition of “genetic information” will limit privacy protections for the specimen in
which the individual’s DNA resides (see Concern #6). In addition, the phrase “reasonable
person” related to determining the definition of “secondary use” portends the creation of
an impossibly broad legal loophole with plenty of room for abuse and misuse—and
potentially litigation. (p. 29)

Secondary Uses Without Consent or Court Order Infringes on Privacy Rights —
Secondary uses should always require written informed consent or a specific limited
court order. Furthermore, the legislature should make the decision, not the entities listed
in the report. Legislators are the elected representatives of the people, and fully
accountable to the public. Finally, it should be noted that state agencies are not “neutral,”
elected or sufficiently accountable to the public. (p. 30)

List of Prohibited Secondary Uses is Incomplete — All research, including MDH
“public health studies,” should be listed as a prohibited secondary use. Such medical and
genetic research must be prohibited unless there is informed written consent. (p. 30-31)

CONTACT INFORMATION

Twila Brase, RN, PHN
President
Citizens’ Council on Health Care

PHONE: 651-646-8935

EMAIL.: twila@cchconline.org
WEB: http://www.cchconline.org
WEB: http://www.itsmydna.org
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